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	Project Description: 
Agentic AI systems are LLM-based agents capable of autonomous planning, tool use, memory management, and multi-step decision-making. These systems introduce new and poorly understood security risks. Unlike static models, agentic systems interact with external tools (APIs, file systems, browsers), maintain state, and operate in feedback loops, expanding the attack surface significantly.
This project will investigate the security vulnerabilities of agentic AI systems and develop a structured methodology to assess their robustness against adversarial manipulation, tool abuse, and control-flow hijacking. The intern will design and implement a proof-of-concept evaluation framework that systematically tests agentic AI systems under realistic threat models.
The outcome will contribute to a broader red teaming framework for AI systems and align with ongoing research on AI security and trustworthy autonomous systems.

	Objectives:
1. Threat Modeling for Agentic AI
· Define attacker capabilities (prompt-level, tool-level, memory-level).
· Identify attack surfaces unique to agentic systems (planning loops, tool invocation, state persistence).
· Formalize security goals (integrity, confidentiality, availability, alignment preservation).
2. Attack Taxonomy and Implementation
· Implement representative attacks such as:Prompt injection and indirect prompt injection, Tool manipulation and parameter tampering, Memory poisoning, Goal hijacking and planning disruption, Data exfiltration via tool misuse, etc
· Evaluate attack transferability across different agent frameworks.
3. Experimental Evaluation Framework
· Build a reproducible evaluation pipeline.
· Define quantitative metrics (task success deviation, policy violation rate, unsafe action frequency).
· Measure robustness under varying autonomy levels


	Academic Requirements:
The scheme is open to EEECS Undergraduates in BSc/Beng/Meng Computer Science and Software Engineering. A minimum current average classification of 65% average required, higher average classification will be recommended and used as part of the ranking criteria.

	General Information:
The internship will be based at The Centre for Secure Information Technologies (CSIT) in Queen’s Titanic Quarter 







